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Statement of intent

At South Craven School, we understand that use of IT and the internet is

important for day-to-day activities and for enhancing the learning of our students.

Whilst the internet introduces new, innovative ways to support teaching, it also
brings a number of cyber risks, which, if not properly managed, drastically
increase the chance of harm to students and staff. Improperly managed internet
use may lead to the loss of sensitive, confidential personal data and an inability to

deliver scheduled teaching as a result of a security breach.

“’Cyber Risk’ means any risk of financial loss, disruption or damage to the
reputation of an organisation from some sort of failure of its information

technology systems.”
Institute of Risk Management. June 2023

As a result, the school has created this IT and Cyber Security Policy to ensure
that appropriate mechanisms of control are put in place to effectively manage

risks that arise from internet use.
Legal framework

This policy has due regard to official legislation including, but not limited to, the

following:

¢ The Human Rights Act 1998
The Data Protection Act 2018

e The Regulation of Investigatory Powers Act 2000

¢ The Safeguarding Vulnerable Groups Act 2006

e The Education and Inspections Act 2006

e The Computer Misuse Act 1990, amended by the Police and Justice Act
2006

This policy also has due regard to official guidance including, but not limited to,

the following:

¢ The Education Network ‘Managing and maintaining e-
security/cybersecurity in schools’ 2014

¢ GOV.uk ‘Cyber crime and cyber security: a guide for education providers’
2019



The school will implement this policy in conjunction with our:

e School Network Guidelines

e Code of Conduct for Employees
Types of attack
Malicious technical attacks

These are intentional attacks which seek to gain access to a school’s system and
data. Often, these attacks also attempt to use the school’s system to mount
further attacks on other systems, or use the system for unauthorised purposes,

and can lead to reputational damage.
Accidental attacks

These attacks are often as a result of programme errors or viruses in the school’s
system. Whilst these are not deliberate, they can cause a variety of problems for

schools.
Internal attacks

These attacks involve both deliberate and accidental actions by users and the
introduction of infected devices or storage into the school’s system, e.g. USB flash

drives.
Social engineering

These attacks result from internal weaknesses which expose the school’s system,

e.g. poor password use.
Roles and responsibilities
The Network Manager is responsible for:

¢ |Implementing effective strategies for the management of risks imposed by
internet use, and to keep its network services, data and users secure.

¢ The overall monitoring and management of Cyber Security.

e Establishing a procedure for managing and logging incidents.

e Informing the headteacher of any incidents relating to Cyber Security, the
headteacher will in turn report these to the board of trustees.

¢ Updating the Risk Register to reflect changes in technology.



e Reviewing this IT and Cyber Security Policy on a regular basis in
conjunction with the Director of Finance, taking into account any incidents
and recent technological developments and recommend changes to the

governing body.
Secure configuration

¢ Aninventory will be kept of all IT hardware currently in use at the school,
including mobile phones and other personal devices provided by the
school. This will be stored on AssetTrac and will be audited on an annual
basis to ensure it is up-to-date.

¢ Any changes to the IT hardware will be documented using the inventory,
and will be authorised by the Network Manager before use.

e All systems will be audited on a regular basis to ensure the software is up
to date. Any new versions of software or new security patches will be
added to systems, ensuring that they do not affect network security.

e Any software that is out-of-date or reaches ‘end of life’ will be removed
from systems, i.e. when suppliers end their support for outdated products,
such that any security issues will not be rectified by suppliers.

e All hardware, software and operating systems will require passwords for
individual users before use.

e The school believes that locking down hardware, such as through strong
passwords, is an effective way to prevent access to facilities by

unauthorised users. This is detailed in section 6 of this policy.
Network security

The school will employ firewalls in order to prevent unauthorised access to the

systems.

e The school’s firewall will be deployed as a localised deployment: the
schools’ broadband service provided by EXA Networks connects to a
firewall that is located on an appliance or system on the school premises, as

either discrete technology or a component of another system.

As the school’s firewall is located on the premises, it is the responsibility of the
Network Manager to effectively manage the firewall. The Network Manager will

ensure that:



e The firewall is checked regularly for any changes and/or updates.

e Any changes and/or updates that are added to servers, including access to
new services and applications, do not compromise the overall network
security.

e The firewall is checked regularly to ensure that a high level of security is
maintained and there is effective protection from external threats.

¢ Any compromise of security through the firewall is recorded using an
incident log and is reported to 3Rs. The Network Manager will react to

security threats to find new ways of managing the firewall.

In addition to the local firewall, the EXA broadband service has its own firewall on

their network which acts as the first point of attack from the public internet.
Manging user privileges

¢ The school understands that controlling what users have access to is
important for promoting network security. User privileges will be
differentiated, i.e. students will have different access to data and the
network than members of staff.

¢ The Network Manager, in conjunction with the headteacher, will clearly
define what users have access to.

e The Network Manager will ensure that user accounts are set up
appropriately such that users can access the facilities required, whilst
minimising the potential for deliberate or accidental attacks on the
network.

e The Network Manager will coordinate access to all areas of SIMS alongside
the SIMS Data Manager.

e The Network Manager will ensure that website access logs are reviewed on
a regular basis for inappropriate and malicious content. Any member of
staff or student that has accessed inappropriate or malicious content wiill
be recorded in accordance with the monitoring process in section 7 of this
policy.

e All employees will be required to use long passwords (12 characters
minimum) to reduce the chances of such passwords being hacked.
Increasing the length of a password increases exponentially the number of
combinations and thus the security of it. Users will also be required to

change their password if this becomes known to other individuals. The



school understands that changing passwords regularly (e.g. every 30 days)
increases the likelihood of poor password choice e.g. by adding 1to the
end. Passwords are therefore only required to be changed annually, to
mitigate against stale 3rd-party password breaches.

Two-Factor or Multi-Factor Authentication (2FA/MFA) technology will be
used to secure all accounts where the facility is available; this includes
using Microsoft Azure to secure remote access to Google Workspace,
FoldR and other education platforms that make use of our single-sign on
facility.

All students will be required to use medium length passwords of 10
characters minimum. Any student using their default password (issued
when they started school) will be required to change it to meet the new
requirements.

All users are responsible for remembering their passwords; however, the IT
Support team will be able to reset them if necessary.

All administrative passwords used by the IT Support Team are stored in
1Password (see 6.13). Deputy Headteachers also have 1Password accounts
with sufficient access to allow them to “initiate account recovery” and thus
access the passwords should IT be completely unavailable.

Approved visitors to the school, such as cover teachers, are given
temporary username and passwords and their access filtered as per the
Network Manager’s instructions.

Automated user provisioning systems will be employed in order to
automatically delete inactive users or users who have left the school. The
Network Manager will manage this provision to ensure that all users that
should be deleted are, and that they do not have access to the system.

To facilitate secure sharing of admin passwords within the IT Support team,
a Password Manager will be used. “1Password” allows members of the team
to store both their own school-related passwords securely, but also to
share nominated passwords with the rest of the team.

The IT Support team will have the same permissions and access levels on
their office PCs as any other member of staff. Performing an IT-level task
will require additional logging on and/or security challenges to ensure

those tasks can only be performed by authorised users.



Monitoring usage

Monitoring user activity is important for early detection of attacks and
incidents, as well as inappropriate usage by students or staff.

The school will inform all students and staff that their usage will be
monitored, in accordance with the school’s Network Guidelines and Code
of Conduct.

Alerts will be sent to the Network Manager when monitoring usage if the
user accesses inappropriate content or a threat is detected.

Alerts will identify the user, the activity that prompted the alert and the
information or service the user was attempting to access.

The Network Manager will respond to any alerts in accordance with section
11 of this policy.

All data gathered by monitoring usage will be kept in a folder marked
‘Evidence’ on the Network Manager’s user area, for easy access by any
member of IT Support when required. This data may be used as a method
of evidence for supporting a not yet discovered breach of network security.
Sophos Intercept-X software not only monitors for active viruses but for
suspicious behaviour such as multiple files all being modified almost
simultaneously which is a likely identifier of undiscovered viruses. The
workstation affected will be immediately isolated, modified files reversed,

and the Network Manager informed.

Removeable media devices and home working

The school understands that students and staff may need to access the
school network from areas other than on the premises. Effective security
management will be established to prevent access to, or leakage of, data,
as well as any possible risk of malware.

If students and staff are instructed that they are able to use their personal
devices, they will ensure that they have an appropriate level of security and
firewall to prevent any compromise of the school’s network security.

When using laptops, tablets and other portable devices, the Network
Manager, in conjunction with the headteacher, will determine the limitations

for access to the network, as described in section 6 of this policy.



e Staff who use school-owned laptops, tablets and other portable devices will
be responsible for the data that is stored on them.

e All data will be held on central shared systems in order to reduce the need
for the creation of multiple copies, and/or the need to transfer data using
removable media devices.

e The Wi-Fi network at the school will be password protected and requires
staff or student’s to logon with their school credentials - this logs their
access against their device in case an incident needs reviewing. Staff and
students are only permitted to use the Wi-Fi for their personal devices,
such as mobile phones or tablets, when instructed. Students must abide by
the Home School Agreement and Protocol for Tablet use at all times.

e A separate Wi-Fi network will be established for visitors to the school to
limit their access to network resources such as printers, shared storage

areas and any other applications which are not necessary.

Remote access

e The school understands that the IT Support team may need to manage and
maintain the school network from areas other than on the premises.

e Individual members of staff may also be given remote access to their office
PC under the jurisdiction of the Headteacher and Network Manager. Access
should only be granted in exceptional circumstances. The local monitor and
keyboard/mouse are blanked out when operating remotely to ensure
activities are not able to be overseen by users in the room.

e Secured Splashtop software will be installed on key servers and PCs as
identified by the Network Manager, to allow such remote access.

¢ Individual user accounts will be created with each user only having access
to certain servers or PCs. Each account will require two-factor
authentication to be in place to ensure it is an authorised user logging in.

e All users should be aware the PC they are controlling may be viewed and
interacted with by persons in school who have access to the physical
machine. As such extra consideration should be taken to whether the work
they are doing is confidential or secure, and sessions should always be
locked or terminated whenever leaving the remote session unattended -

including when getting a cup of coffee at home.



e During periods of lockdown, remote access under section 9.2 may be
granted to additional key staff such as Heads of Year, the Exams Team and

others by the Network Manager and Headteacher.

Malware prevention

e The school understands that malware can be damaging for network
security and may enter the network through a variety of means, such as
email attachments, social media, malicious websites or removable media
devices.

e The Network Manager will ensure that all school devices have secure
malware protection, including regular malware scans.

e The Network Manager will update malware protection on a termly basis to
ensure they are up-to-date and can react to changing threats.

e Malware protection will also be updated in the event of any attacks to the
school’s hardware and software.

e Filtering of websites, as detailed in section 6 of this policy, will ensure that
access to websites with known malware is blocked immediately and
reported to the Network Manager.

e The school will use email security technology, which will detect and block
any malware that is transmitted by email. This will also detect any spam or
other messages which are designed to exploit users.

e The Network Manager will review the mail security technology on a termly

basis to ensure it is kept up-to-date and is effective.

User training and awareness

¢ The Network Manager will arrange training for students and staff when
necessary, to ensure they are aware of how to use the network
appropriately in accordance with the Network Guidelines and Code of
Conduct.

e Training will also be conducted around any attacks that occur and any
recent updates in technology or the network.

e All staff will receive training as part of their induction programme, as well

as any new students that join the school.



e All users will be made aware of the disciplinary procedures for the misuse
of the network leading to malicious attacks, in accordance with the process
detailed in the Code of Conduct.

e All employees, Trustees and Supply Staff are required to watch the “Cyber
Security Training for school staff” video produced by the NCSC (National
Cyber Security Centre). This is shared as a YouTube video with a Google
Form asking four simple questions that were answered in the video. The HR
team monitor the responses to the Google form and transfer them to the

Single Central Record.
Incidents

e In the event of an internal attack or any incident which has been reported
to the Network Manager, this will be recorded using an incident log and by
identifying the user and the welbsite or service they were trying to access.

e Allincidents of a serious nature will be reported to the Head of Year
(students) or headteacher (staff), who will issue the appropriate
disciplinary sanctions to the student or member of staff, in accordance with
the processes outlined in the Behaviour Policy (students) or Disciplinary
Policy (staff).

¢ In the event of any external or internal attack, the Network Manager will
record this using an incident log and respond appropriately, e.g. by
updating the firewall, changing usernames and passwords, updating filtered
websites.

¢ |f necessary, the management of Cyber Security at the school will be
reviewed by 3Rs to ensure effectiveness and minimise any further incidents

as appropriate.



